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1 Who we are and what we do

Protego Insurance Brokers L.L.C (the “Company” or
“Protego”) is an insurance brokerage company
providing brokerage services through both conventional
and digital platform for customers to discover various
insurance quotations, compare them and buy Motor,
Travel, Home, Health Insurance, and other types of
insurance products according to their requirements (the
“Services”). To learn more about us, please visit our

website.

We believe that the personal information of our clients
and prospects should be respected and protected. For
this reason, we are committed to protecting your
personal information and using it only as appropriate or
necessary to provide you with the best possible
Services and products. This Privacy Notice, which
describes our information practices in detail, applies to
our relationship with you as an individual who enquires
about or obtains products or Services from us for

personal, family or household purposes.

In this Privacy Notice, the words "we", "us", "our" or any
of their derivatives refer to the Company and its
successors and any novatee, assignee, transferee or
purchaser of the Company’s rights and/or obligations
hereunder and any reference to the Company includes
a reference to such successor, novatee, assignee,
transferee or purchaser. The words "you", "your",
"yours" or any of their derivatives (including individuals
associated with you, all of whom are referred to as “you”
in this Privacy Notice) refer to the person using our
Services, accessing our website, or otherwise providing
information to or communicating with us and shall
include, as the context may require, successors and

assigns (as the case may be).

Our privacy commitments are fundamental to the way

we run our business. Unless otherwise noted or
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governed by law, these commitments apply to everyone
who has a relationship with us — including customers,
partners, and website visitors. The Company is
committed to providing you with the best overall
experience in all of our products and Services. We strive
to strike the right balance between using your data to
ensure the quality of those experiences and protecting

your privacy.

Protego is the Data Controller for interactions covered
under this Notice and is responsible for determining how
your Personal Data is collected, processed, and

protected.

Definitions

Unless stated otherwise, terms used in this Notice will
have the meaning given to them under the Applicable

Laws.

Personal Data is defined as any data relating to an
identified natural person, or one who can be identified
directly or indirectly by way of linking data, using
identifiers such as name, voice, picture, identification
number, online identifier, geographic location, or one or
more special features that express the physical,
psychological, economic, cultural or social identity of
such person. It also includes Sensitive Personal Data

and Biometric Data.

Sensitive Personal Data is defined as any data that
directly or indirectly reveals a natural person's family,
racial origin, political or philosophical opinions, religious
beliefs, criminal records, biometric data, or any data
related to the health of such person, such as his/her
physical, psychological, mental, genetic or sexual
condition, including information related to health care
services provided thereto that reveals his/her health

status.
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2 About this Privacy Notice

This Privacy Notice (“Notice”) explains how we collect,
process, and protect your Personal Data when you
interact with us. The categories of Personal Data we
collect about you and how we process such data
depends on the nature of our relationship with you and
the means through which we interact, including through
our website or digital platforms. Please read this Notice
carefully. All enquiries regarding this Notice should be
directed to us using the Contact details provided below.

This Notice sets out detailed information regarding how
we hold and process Personal Data relating to visitors
to our website and digital platforms, and other third
parties including but not limited to, actual and
prospective clients, goods and service providers,
partners, shareholder nominees, regulatory officials and

journalists.

This Notice aligns with our obligations under applicable
laws and regulations, including Federal Decree-Law No.
45/2021 on Personal Data Protection, Federal Decree-
Law No. 48/2023 on Insurance Activities, CBUAE
Insurance Brokerage Regulation C 1/2024 (effective
15/2/2025), and Insurance Authority Resolution No.
18/2020

Regulations.

Concerning the Electronic Insurance

Any third-party websites which you may access via our
websites are not covered by this Notice. Protego
accepts no responsibility or liability for the use and
protection of any Personal Data which you provide to
such third-party websites. You should exercise caution
and read the Privacy Notice of the relevant third party

before providing any Personal Data.

3 How we Process your Personal Data
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We collect, use, maintain, protect, process and disclose
your personal data or sensitive personal data in
accordance with United Arab Emirates (“UAE”) data
protection regulations - the Federal Decree-Law No.
45/2021 On the Protection of Personal Data (the “Data
Protection Law”) together with other applicable laws
(collectively referred to as “Applicable Laws”), as
required for the performance of the Services, accessing
the website or mobile apps, or otherwise to enable you

to provide information to or communicate with us.

As long as you have granted us your express consent
to process your Personal Data in relation to providing
Services to you, the processing of Personal Data as
described below, is legal on the basis of your consent.
Consent given can be withdrawn at any time by notifying
us using either of the contact methods set out below,
except to the extent that withdrawal is not permitted

under Applicable Laws.

The withdrawal of consent will take effect within one (1)
month of receiving the request. If an extension of up to
two (2) months is necessary, we will inform you of the
delay. Withdrawal requests must be made through the
contact details mentioned below in this Notice.
Withdrawal of consent does not affect the legality of

data processed prior to your withdrawal.

We will obtain express consent if any of your Personal
Data is used for the purposes of direct marketing, and
you will be offered the option of objecting to any such
direct marketing. You may also, at any time, object to

receiving marketing information from us.

4 Categories of Personal Data We Collect,

Purposes, and Legal Basis for Processing

We collect different categories of Personal Data about
you. This collection is carried out in accordance with this

Notice and depends on the nature of our relationship
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with you and the purposes for which such data is

necessary.

We may use your Personal Data for different business
purposes and rely on varying legal bases, depending on
our relationship with you. We do not process your
Personal Data for purposes incompatible with those
notified to you in this Notice. Protego processes
Personal Data only for the purposes stated and in
reliance upon the lawful bases detailed in the table

below, subject to applicable laws.
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Category of Personal Data

Purpose of Processing

Legal Basis Relied
Upon

Personal Identification and Contact Information

for Proposed Insured Individuals, including
name, gender, marital status, date of birth, city of
birth,

occupation, policy number, current business and

country of birth, nationality residency,

residential addresses, telephone, and mobile

numbers, relation to the policy owner, and other

information required for identity verification.

Personal Identification and Contact Information
for policy owners, including name, gender, marital
status, date of birth, city and country of birth,
nationality, residency, occupation, policy number,
current business and residential addresses,
telephone, mobile numbers, and other information

required for identity verification.

Identity verification,

managing customer
interactions, responding to
feedback,

administering accounts, and

queries and

ensuring compliance with

internal standards.

Performance of
contractual
obligations, to fulfil a

legal obligation.

Insurance Information, including payment

records, tax information, insurance details, and

other relevant insurance data.

Processing transactions,
conducting audits, providing
customer support, enhance
customer services including
through the use of analytics
and automated processing

managing interactions,

Performance of
contractual
obligations, to fulfil a

legal obligation
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detecting fraud, and fulfilling

regulatory requirements.

Administering policies,

enhance customer services

. . ] ) ) including through the use of | Performance of
Policy Information, including details about )
] analytics and automated | contractual
insurance  type, supplementary  contracts, ) ) o ]
. o ) processing, processing | obligations, to fulfil a
coverage, terms and conditions, beneficiary details, ) ) o
) claims, managing | legal obligation,
policy changes, and feedback responses. ] ) N ]
relationships, and | legitimate interests.
communicating policy
updates.
Sending marketing

Marketing Information, including marketing
interaction data, communication preferences and

records of consents provided and/or withdrawn in

communications, managing
interaction preferences,
analysing marketing impact,

and maintaining records of

Consent, legitimate

connection with the receipt of marketing | consents. To provide interests.
communications. marketing materials  in
connection with Services we
provide.
Monitoring  Information, including  video | Ensuring security through
surveillance including closed-circuit television | CCTV surveillance,
(CCTV) footage when entering Company premises | monitoring online
and technical information collected through the use | interactions, and improving
of cookies, web beacons, and/or similar tracking | user experience on our
Legitimate

technologies that we place and may permit third
parties to place on our websites, including online
identifiers such as IP addresses and unique device
identification, and online activity information, such
as direct and social media interaction with our

websites and applications.

websites  using  tracking
technologies. To detect and
prevent fraud, and protect
against unauthorized or
illegal activities, negligence,

or theft.

interests, consent.

Compliance Information, including financial

information, communication records, business

information, and compliance monitoring or reporting

data.

Ensuring compliance with
legal and regulatory
requirements, and regulatory
reporting, addressing
complaints or disputes,

conducting internal audits,

To fulfil a legal

obligation.
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and managing litigation or
compliance investigations,
and complying with requests

from regulatory authorities.

Contract Information, including contracts (to be)
entered into between Protego and you, information
regarding existing contracts between you and third

parties that may impact you in relation to Protego.

Managing contracts with
individuals, assessing third-
party  agreements, and
resolving contract-related
issues. To carry out
contractual obligations,
address or investigate
complaints, and enforce

agreements.

Performance of
contractual
obligations, to fulfil a

legal obligation.

criminal records.

Sensitive Data. Sensitive personal data including
medical history, health records, treatments, and
other related health information, occasionally, the
data we collect may also reveal information about

your racial or ethnic origin, religious beliefs, or

To provide insurance-related | Consent,

services, including policy | Performance of
issuance and claims | contractual
processing. obligations.
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requirement of the contract you entered/are proposing
to enter into with us. The provision of Personal Data in
these circumstances is necessary to enable us to
perform pre-contractual steps at your request, to enter
into the contract with you, and/or to perform our legal

obligations under our contract with you.
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contact with us, including to use our Products
and Services. Information provided or
submitted by you through among others, your
dealings with us (including through our
websites, BOT and any other sales channels),
which includes information provided when
registering as a user, providing answers to
security questions, completing any
confirmations, declarations or forms, or
through your utilization of any of our Services;
and other written, electronic or verbal
communications or documents delivered to us
prior to and during the course of our
contractual or pre-contractual dealings with

you.

Publicly Available Information. Where
applicable, we collect publicly available or
publicly accessible information.

Third-Party Collection. We collect Personal
Data about you from third parties such as
background check providers, authentication
service providers, business partners, vendor
partners, insurance providers, or law
enforcement authorities including information
from national-level identification systems
authorized in UAE or processes currently in
place or under development in the UAE, to
keep your identification documents updated.
You should liaise directly with the third parties
concerned should you wish that they refrain
from disclosing data to us. You may also
exercise your data protection rights in
connection with data that has already been

disclosed to us by Contacting Us.

Automated Collection. As you navigate the
Site, we may also collect information through

the use of commonly-used information-

Classification: Protego-Public
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gathering tools, such as cookies and related
“Website
Website

Navigational Information includes standard

technologies (collectively

Navigational Information”).
information from your web browser (such as
browser type and browser language), your
Internet Protocol (“IP”) address, and the
actions you take on the Site (such as the web
pages viewed and the links). For more
information please refer to our Cookies
Notice.

As the accuracy of your Personal Data depends largely
on the information you provide to us, you should inform
us in writing as soon as practicable, if there are any
errors in the Personal Data or if there have been any
changes to the Personal Data. Any errors or
incomplete Personal Data may prevent us providing

Services to you.

We intend to keep the Personal Data accurate and up-
to-date, and retain the Personal Data no longer than
necessary for the above purposes or as required or
permitted by any Applicable Laws including the Data
Protection Law.

6 Automated Processing

We may use automated processing, including profiling
from time to time. If we make decisions based solely
on automated processing that have legal
consequences or significantly affect you, we will inform
you in advance, and you will have the right to object to

such decisions.

However, you may not object to automated decisions

in the following cases:

e The automated processing is necessary for
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fulfilling a contract between you and Protego.

e The automated processing is required by

applicable laws in the UAE.

e You have provided prior consent for the
automated processing.

Additionally, you have the right to request human
intervention in the review of any automated decisions

that affect you.

7 Disclosure of Information to Others

We do not disclose any Personal Information about you
to any third parties except as stated in this Privacy
Notice, as otherwise permitted under the Applicable

Laws or as authorized by you.

Third parties to whom we disclose your Personal
Information are required by law and contractual
undertakings to keep your Personal Information
confidential and secure, and to use and disclose it for
purposes that a reasonable person would consider
appropriate in the circumstances, in compliance with

all applicable legislations.

The purposes for which we may disclose your Personal

Information to third parties are as follows:

e To conduct our business as an insurance
brokerage and facilitate our interactions with
you including for the purposes of arranging
insurance cover, claims assistance in respect
of which we may disclose your Personal
Information to insurers, reinsurers, IT service
providers, cloud storage providers, and

professional advisors and auditors.

Classification: Protego-Public

Ll

33 il g8l i gy o gllae YT Aallaall clS 1Y)

ey Al b

LAYl iy A A8 e caadi 1) o

ol Aaal e b o) Jaad) Gl @l ey celld ) dila)
e A @l ) 8

sl Clagleal) oo LY 7

La s Gl ki Y dlic dpadd clagbe gl g0 adl ¥ L)
g samall T 5 SSELl e gumdll Jlad] 3 ) 5S2e 5o Le sl
Mw@cw\)\i.ﬂu‘%\)ﬂ\&w@

Oy Apaddll ebileglie (o Led maadd L3 dpa Al Gl LY
Olals 4 m (o Jaliad) Lailatll lagaill y & Sl o sa Lo
Sl Gl 2 e Flai¥ls Leaadiul g duad i) clileslas
end Qe ailull Gkl Jl b daulie Jile pads Wy

Alphaal) ey il

Wil sla e ledal (o muatl 8 3 (2 eV b L (e
doa s Gl hl ) daasdl)

Lo oo Lidlels Jigdi s (el Javs € Wllaef A gl e o
sacluse s Apielill Alardll Cag i gl gy Glly 8
laglas o g oty maid 8 il )
cpaldll Bale) @S Hay cualill S s ) daaddll
CroARl laad  cadla g Sl shaal) 385 Ciladd el g
bbadl 8 g igall (Ll 5 olad)



15

protego.ac

Powered by RAKBANK

e To notify you or allow our Group / affiliated
companies to notify you of certain products or
services offered by our Group / affiliated

companies; and

e To

reporting agencies.

update information with insurance

e To furnish required information basis our

contractual agreements with Insurers.

e To comply with legal or regulatory
requirements, to enforce or apply our Terms
and Conditions and other agreements, and to
protect our rights, property, and the safety of
our employees, customers, and third parties
we may disclose your Personal Data to
Government and Regulatory Authorities, Law

enforcement and other government agencies.

e We may disclose your Personal Data to
additional parties when you have given your

consent.

If these third parties wish to use your Personal
Information for any other purpose, they will have alegal
obligation to notify you of this and, where required, to
obtain your consent.

8 Limited Access or Transfer of your Personal
Data outside the UAE

We may access or transfer your Personal Data outside
the UAE for one or more of the limited Purposes set
out above. In doing so, we will comply with the
Applicable Laws. For example, if we transfer your
Personal Data to a country outside the UAE that lacks
an adequate level of data protection, as determined by
the UAE Data Protection Laws, we will ensure that
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appropriate safeguards are in place. You can contact
us using the contact details provided below for further
details of the safeguards we put in place. We
implement appropriate technical and organizational
measures to ensure that any processing of your
Personal Data is undertaken securely and in
compliance with the UAE Data Protection Laws. This
includes encrypting all Personal Data stored outside
the UAE, both whilst in transit and also whilst in

storage.

9 How we Protect and Secure your Data

Protego has implemented technological and

organisational security measures, policies and
procedures designed to protect your Personal Data
against accidental or unlawful loss, disclosure, misuse,
alteration, or use. This includes the deployment of
encryption and other technical measures to help
preserve the confidentiality and integrity of the

Personal Data you share with us.

Your data will be stored and maintained within the
UAE, with a secure backup in a separate location, as
required by applicable laws. Access to your Personal
Data is restricted to Protego employees and third
parties on a business need to know basis. They will
only process your Personal Data upon our instructions,
and they are subject to a duty of confidentiality.

We have implemented procedures to respond
appropriately to any suspected Personal Data breach
or security incident and will notify you and relevant
regulatory authorities where we are legally required to

do so.

10 How Long we Retain your Personal Data

Your Personal Data is retained as long as the purpose

for which it was collected remains and any other
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secondary purposes that are compatible with the
original purposes of processing Personal Data set out
in this Notice and, in line with legal, regulatory, and
legitimate business requirements, or to comply with
any Applicable Laws. This means that we will normally
retain your Personal Data for the duration of your
relationship with us plus the length of any applicable
statutory limitation or obligation, as required or
permitted by applicable data protection laws. Upon
reaching the end of the relevant retention period,
Protego will take steps to dispose of your Personal
Data in a secure and permanent manner, in
accordance with applicable data protection laws.

11 Your Rights

Under the Data Protection Law you have a number of

key rights as a data subject:

¢ Right to Request Access: you may request
access to your Personal Data that we hold.

e Rightto Rectification: the right to request the
rectification of any inaccurate or incomplete

Personal Data we hold.

e Right of Erasure: the right to request the
erasure of Personal Data if it is no longer
needed for the purposes collected and there
is no compelling reason for its continued

processing.

e Rightto Restrict the Processing: the right to
request the restriction or suppression of the

processing of your Personal Data.

e Right to Object: you have the right to object
to the processing of your Personal Data on
where the

reasonable grounds except
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processing of your Personal Data is being
undertaken in relation to the performance of a
task carried out in the public interest or in the
exercise of any official authority vested in us
or where the processing is necessary for the
purposes of our or a third party’s legitimate

interests.

e Right to Receive Personal Data: you have
the right to receive Personal Data you have
provided to us in a structured, commonly used
and machine-readable format in the

circumstances where we have processed your

Personal Data in relation to the Services we

provided to you and that processing has been

carried out by automated means.

e Right to Object To Automated Decision
Making: in the circumstances where we are
undertaking automated decision making in
relation to you, you have the right to object to
any decision based solely on such automated
processing which produces legal

consequences or otherwise seriously impacts

you. You have the right, in such
circumstances to have the decision reviewed

manually.

e Right to Withdraw Consent: the right to
withdraw consent previously provided for
Protego to process your Personal Data at any

time.

If you would like to exercise any of your rights in
relation to your Personal Data or require further
information on the scope of any such rights, please
contact us on the contact details provided below.
Please note that these rights are not absolute and
there may be circumstances where we may

legitimately deny a request as permitted by law. You
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will not normally have to pay a fee to exercise any of
your rights, although we may charge a reasonable fee
if your request is repetitive or excessive. Alternatively,
we may refuse to comply with your request in these

circumstances.

We may need to request specific information from you
to help us confirm your identity and ensure your right
to access your Personal Data (or to exercise any of the
other rights stated above). This is a security measure
to ensure that Personal Data is not disclosed to any
person who has no right to receive it. We may also
contact you to ask you for further information in relation
to your request to speed up our response. We will only
collect strictly necessary information to ensure that we
only honour requests received from the true Data
Subject or their authorised representative. We aim to
respond to all legitimate requests within one (1) month
of receipt, though more complex requests may require
an extension of up to two (2) months. If this occurs, we
will notify you of the delay and reasons.

12 Modifications to this Privacy Notice

This version of the Privacy Notice is effective as of
March 19, 2025 Our Privacy Notice may change from
time to time and the same will be updated on our
website. By continuing to use our Services after those
changes have become effective, you agree to be
bound by the revised Privacy Notice. It is your
responsibility to periodically check our website and this

Privacy Notice to check for any changes.

13 What law governs this Privacy Notice

This Privacy Notice shall be governed by, and
construed in accordance with, the laws of the UAE.
Without prejudice to your rights under any Applicable
Laws, any dispute arising out of or in connection with

this Privacy Notice and/or the documents referred to
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herein, including any question regarding their
existence, validity or termination, shall be referred to
and finally resolved by the UAE Courts and both you
and we hereby unconditionally and irrevocably submit

to the exclusive jurisdiction of the UAE Courts.

14 Questions about this Privacy Notice?

If you have any questions about any aspects of this
Privacy Notice or your Personal Data, or you wish to
exercise your data protection rights, please contact the

Data Protection Officer via email at DPO@rakbank.ae.

You also have the right to lodge a complaint with the
data protection authority in the territory where you are
located, should your matter remain unsettled or

otherwise unsatisfied with our response.

Classification: Protego-Public

¢ jlaY Al 52 aSlae U (g (led JSy 48 Jaaadll a5 ) el
e Y JSoy oyl ol a8 ()50 sendlly il g ad ds se

Yl

Jilall dua puadlf el Jga dlind 14

Bl dpa gadll Hla) (e il g gl Jsa Al gl el IS 1)
Alas Gsin A jlae 8 e i S 1Y ) dpaddll ebilily
0o bl dlea J5mme g Juaal sil) o b el Aualall) i)
oG A e Al J) e
L o Sa i Lad o sy DPO@rakbank.ae
Al 4 g pae Ala 3 4 ol A Al8Y) 8 bl Al

ple- a5y il


mailto:DPO@rakbank.ae
mailto:DPO@rakbank.ae

